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Three Lines of Defense: 

Five Problems with the IIA’s June 2019 Exposure Document  
Douglas Hileman, CRMA, CPEA, FSA 

The Institute of Internal Auditors (IIA) published “the Three Lines of Defense in 

Effective Risk Management and Control” in 2013.  The “3LOD” model was 

successful – likely beyond the IIA’s wildest dreams – and has been adopted by 

countless organizations worldwide.  It attracted its share of commentary and 

detractors as well.  The IIA published an exposure document as part of an effort to update the original, 

slim seven-page position paper to meet current needs.  Comments are due September 19, 2019.   

In short, the exposure document is a disappointment.  Five shortfalls are highlighted below.  

1. The objective(s) are not clear  

2. Value creation is over-emphasized 

3. It does not address LODs in general, or the general concept of governance  

4. It does not leverage IIA’s standing in the “audit” area, notably for 2LOD audit functions.  

5. “Blurred lines” blurs the point of the 3LOD model - and puts the entire model at risk.   

Objectives:  “Objectives” sound easy – but they’re hard.  The IIA requires objectives as the first step in 

writing guidance document or preparing a webinar.  To recognize the importance of an objective, think 

of all the presentations you’ve sat through that didn’t have one.  There’s always an agenda (here’s what 

I’m going to say), but rarely an objective (but why?).   

Value creation:   The risk management profession focuses almost entirely 

on risk mitigation – prevention of adverse events.  But this matches 

human nature.  We prioritize the avoidance of a loss over gambling for an 

increase, even if statistically the odds are identical.  Internal Audit can 

play a role in helping organizations identify opportunities and leverage 

advantages.  Internal Audit is in a unique position to be a trusted advisor. 

Internal Audit considers factors that affect all areas of an organization, 

including internal and external influences.  This includes operations, 

compliance, financial and non-financial reporting, stakeholder 

expectations, and reputation.  No other department has such free reign – let alone this breadth of scope 

in their mission.  However, no position paper is going to change the course of a decades-long risk 

management professional culture, or stakeholders’ expectations.  

Lines of Defense:  The position paper is titled, of course, “the Three Lines of Defense … “   It stops at 

three, perhaps because Internal Audit (the third line) wrote it.  But there are fourth and fifth lines of 

defense.  The exposure draft does not suggest creating a more complete LOD model, or highlighting the 

role Internal Audit can play in each one.  The graphic includes External Audit and Regulators.  External 
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auditors provide assurance on financial statements, and (at least 

in the U.S. since Sarbanes-Oxley) internal controls over financial 

reporting.  External auditors are discussed in the position paper, 

but not considered another line of defense.  Regulators are 

depicted in another lonely, disconnected silo at the far right.  

Regulators provide checks against risks of all types.  In the U.S., 

the Securities and Exchange Commission regulates filings of 

publicly traded entities.  The Public Company Accounting 

Oversight Board audits the auditors.  The Food and Drug 

Administration, the Environmental Protection Agency, the 

Federal Aviation Administration – all provide a line of defense for 

risk management, yet they are not incorporated in the model.  

Regulators take actions that Internal Audit must consider in 

contributing to risk management.  

Audit and 2LOD Audit:   There are also internal audit functions to monitor areas of high risk.  

Organizations have IT audit, quality audit, environmental audit, safety audit, security audit and other 

audit functions.  These are 2LOD functions – authorized by, and existing at the discretion of 

management.  There must be independence and objectivity to be valid, meaningful audit activities.  

Many organizations that rely on the 3LOD model fail to recognize the distinction that should be made 

between 2LOD audit and other 2LOD function.   The Internal Audit profession (“audit” is in our name!) is 

in the unique position of setting guidelines for maintaining valid audit activities – period.  Whatever the 

line of defense.  Failure to distinguish the two creates the risk that these 2LOD audit functions will be 

ineffective in mitigating risks in these high-risk areas.  Management can place undue reliance on these 

internal audit functions, creating blind spots of increased risk – which can come back to haunt 3LOD.   

“Blurred Lines” – or Death of the 3LOD Model?:   The 

exposure draft uses the term “blurred lines” several 

times.  The term appears to mean situations where 

Internal Audit must step out of the classic 3LOD role to 

perform other services, often as a mechanism for value 

creation.  The choice of term is unfortunate, and could 

undermine the broad adoption of the 3LOD model 

itself.  It is also wrong.  

A key goal of Internal Audit is to be regarded as a trusted advisor, and to be called upon when its 

experience and perspectives would be especially useful to Management.  Internal Audit is most 

comfortable performing assurance engagements in the classic 3LOD mode.  “Trusted advisor” efforts 

may be more amenable to the consulting engagement mode.  Internal Audit can perform consulting 

I’ve had the good fortune of working 

in four “lines of defense”, counting 

external assurance.  I co-authored 

the IIA’s Practice Advisory “Internal 

Audit and the Second Line of 

Defense” while on the IIA’s global 

Guidance Development Committee.  

I’ve seen many organizations 

struggle to understand, adapt and 

adopt the 3LOD model.  I agree 

there is a need for more and better 

official guidance.  Unfortunately, the 

exposure draft isn’t it. 
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engagements without stepping into 2LOD management mode.  The critical concepts are independence 

and objectivity – not crossing LODs.  Internal Audit can learn from the external auditors’ approach.  

External audit would never say “here’s how to comply with the new accounting or disclosure rule.”  It 

may be more like:  “The key drivers we see are A, B, and C; some key factors to consider are D and E; 

some approaches we have seen are F and G; make sure you are able to demonstrate X, Y, and Z.  Of 

course, none of these lists are exhaustive.”  The 

“blurred lines” scenario could also arise at 

smaller companies, or with a small audit shop.  

For an audit shop of 2.5 people, what does the 

“half auditor” do with her/ his other half of the 

time? It is likely some type of 2LOD function.  In 

this scenario, it is still about maintaining 

independence and objectivity, not about 

blurring lines between lines of defense.   

The problem with “blurring the lines” is how it could be interpreted by a key group of stakeholders:  

executive management or board members who have adopted the 3LOD model, without understanding 

what it means.  If these stakeholders see that the organization responsible for the 3LOD model 

acknowledges that the lines can be blurred, that could spell the end of the model at many organizations.  

If the IIA says blurring the lines is OK, then we should do it!  Management can conveniently blur the 

lines, put Internal Audit into more 2LOD roles to avoid independent, objective – and challenging and 

possibly inconvenient – efforts that truly serve the Board and external stakeholders (investors).  The 

3LOD model slowly but surely dwindles into irrelevance.    

Contact doug@douglashileman.com to start or improve 

your lines of defense.   
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